SO THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHIA VIET NAM
BTC DIEN TAP THUC CHIEN BAO PAM DPoc lap — Tw do — Hanh phc
ATTT TINH PIEN BIEN NAM 2023

sé: 1779 /QDP-BTC bién Bién, ngay04 thang 10 nam 2023

~_ QUYET PINH
Ban hanh Ngi quy ve Dién tap thuc chien bao dam an toan théng tin
tinh Pién Bién nam 2023

TRUONG BAN TO CHUC DIEN TAP THUC CHIEN BAO PAM
AN TOAN THONG TIN TINH PIEN BIEN NAM 2023

Cdn cir Quyét dinh s6 05/2017/0D-TTg ngay 16 thang 3 nam 2017 cua Thii tuéng
Chinh phu quy dinh vé hé thong phwong dn g citu khdn cap bdo dam an toan théng
tin mang quéc gia;

Can cir Quyét dinh so 1622/0D-TTg ngay 25 thang 10 nam 2017 cia Thi twéng
Chinh phu Phé duyér Bé dn ddy manh hoat déng cia Mang Ledi 1ng CikU Sir CO, ting
cwong nang lwc cho cac can bg, bé phdn chuyén trach ing ciu s ¢é an toan théng
tin mang trén toan quoc dén 2020, dinh hidng dén 2025;

Can cie Quyet dinh so 1439/0D-BTTTT ngay 26/7/2022 cia B$ Thong tin va
Truyén thong Ban hanh quy trinh hudng dan thuc hién dién tap thuc chién,

Can cir Ké hoach so 1473/KH-STTTT ngay 24/8/2023 cia So Thong tin va
Truyén thong vé viéc to chirc Dién tdp thuc chién bdao dam an toan thong tin tinh
Dién Bien nam 2023.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Noi quy vé Dién tap thyc chién bao
dam an toan thong tin tinh Dién Bién nam 2023.

Piéu 2. Quyét dinh nay c6 hiéu luc tir ngay ky.

Piéu 3. Ban T6 chiic Dién tap, cac co quan dang ky va ctr can bo tham gia dién
tap, cac can bo tham gia Dién tap chiu trach nhiém thi hanh Quyét dinh nay./.
Noi nhan: TM. BAI}I TO CHUC
- Nhu Diéu 3;
- Ban Giam déc So;
- Thanh vién Doi dién tap;
-Luu: BTC, TTCNTT&TT.

IAMPOC SO TT&TT
Pham Thanh Nam



SO THONG TIN VATRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM
BTC DIEN TAP THUC CHIEN BAO PAM Poc lap — Tu do — Hanh phuc
ATTT TINH DPIEN BIEN NAM 2023

NOI QUY
Dién tap thuc chién bao dam an toan thong tin tinh Pién Bién nim 2023

(Kém theo Quyét dinh so......../QD-BTC ngay...../10/2023 cua Ban T chirc
Dién tdp thuc chién bao dam an toan thong tin tinh Dién Bién nam 2023)

Piéu 1. Gi6i han va cach thirc to chirc dién tap
1. Muyc tiéu dién tap
Cac hé théng muc tiéu dugc dua vao dién tap thuc chién bao gém:

- Hé thong mang LAN mé phong ciia S& A bi tin cong, khai thac 16 hong
bao mat, di€u huong nguoi dung tai vé cac phan mém gian di€p, doc hai:

+ Chtrc nang hé thong: Cung cép cac hé thong thong tin (mang ndi bo, trang
thong tin dién tr, quan ly van ban chi dao va diéu hanh, ...) trén khong gian mang
cua SO& A phuc vu hoat dong chi dao, diéu hanh ctia SO A.

+ Vi tri: Tru so lam viéc ctia S& A.

+ May Chﬁ dich vu st dung hé diéu hanh Windows Server 2019, may tram
st dung hé diéu hanh Windows 10, 11.

+ IP local may chu: 192.168.20.176.
- Hé thong phong, chéng ma doc tap trung (Bkav Endpoint Al).

+ Chue nang: Giam sat, canh bao hanh vi két n(")i‘ bét thudng trén may tinh
nguoi dung, giri canh bao dén HE thong gidm sat, diéu hanh an toan thdéng tin
mang (SOC).

+ Vi tri: Trung tam dir ligu.
+ IP local may chu: 192.168.20.88.
- Hé thong giam sat, canh bao hanh vi két nbi bat thuong:

+ Chirc nang: giam sat, canh bao va ghi nhan log cac hanh vi két ndi bat
thuong trén dua ra so liéu phan tich trén man hinh hién thi, giri canh bao hé thong
bi tan cong dén don vi van hanh.

+ May chii str dung hé diéu hanh Ubuntul6.04 Desktop.
+ IP may chu: 192.168.20.15.
2. Thoi gian bt dau dién tap, két thac dién tap

Thoi gian dién tap bat dau: Tur 13 gio 30 phat, ngay 10/10/2023 dén hét 18
gio 00 phut ngay 10/10/2023.
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3. Danh sach cac thanh vién tham gia (mg ciru su c¢d an toan thong tin:
(c6 guri kém biéu mau danh sach doi tham gia dién tdp)

4. C4c cong cu tan cong bi cAm str dung trong qua trinh dién tap:

STT Tén cong cu Coéng dung

Framework hd trg khai thac 16 hong bao mat, c6 do nguy
hiém va dong cao, st dung dang dong Iénh

2 | Breef Cong cu hd tro khai thac 16 hong bao mat

Cong cu quét va tim kiém 156 hong bao mat trén
website/trng dung web

4 | Nexpose, Nessus | COng cu quét va tim kiém 16 hong bao mat
5 | IBM AppScan Cong cu quét va tim kiém 16 hong bao mat trén tng dung

1 | Metasploit

3 | Acunetix

Framework hé trg khai thac 16 hong bao mat, sir dung dudi
dang giao dién

7 | Insight VM Cong cu quét va quan Iy 16 hdng bao mat

6 | Armitage

5. Dia chi IP tham gia vao vai tro tan cong mang LAN cta S& A diéu hudng
nguoi dung tai vé cac phan mém gian di¢p, doc hai: 13.229.234 .4.

Cac Doi phong thu thue hién cau hinh thiét bi bao mat cho phép cac dia chi
IP trén két n61 dén muc ti€u dién tap.

6. Nhiém vu cua Bo6i phong thu:

- Giam sat, theo ddi, phat hién, phéan tich;

- Bao vé ha ting mang;

- Bao vé tng dung;

- Khdi phuc hé théng;

- Ung phé su cb:

7. Danh sé&ch trang thiét bi tng cau su ¢b chi danh cho cac Doi phong thu:
- Danh sé&ch céc thiét bi, phan mém theo dai giam sét:

STT| Téncbngcu Cong dung
1 |SIEM Hé théng SIEM giam sat, phat hién canh bao
2 | NetFlows Bat traffic mang
3 | SOC portal Giam sat va tuong tac
4 | Procexp Quan ly tac vu
5 | Procmon Giam sat va ghi lai hoat dong caa hé théng

- Danh sach cac thiét bi, phan mém ngin chin tan cong:



STT| Téncodngcu Coéng dung
1 |SIEM Hé théng SIEM giam sat, phat hién canh bao
2 | NetFlows Bit traffic mang
3 | SOC portal Giam sat va tuong tac

8. Bam bdo an toan thong tin trong t6 chuc dién tap: Ban To chic xay dung
hé thong dien tap ao hoa, tach biét véi hé thong thong tin dang van hanh; dong
thoi ra soat va tang cu:orng phuong an dy phong, sao luu dix liu va hé thdng trudc
khi dién ra viéc tan cong hé thong; 18n ké hoach, chuan bi sin cac phuong an wng
ctru Sy ¢b, phong ngira céc rai ro co thé xay ra.

Picu 2. Cac nguyén tic tuin thii trong qua trinh dién tip

1. Nguyén tic chung

- Tuan thu thoi gian bat dau dién tap va thoi gian két thuc.

- Cé4c Doi phong thu khong duge phép trao doi thong tin lién quan dén viéc
tan cong va bao vé hé thong trong suot thoi gian dien tap (trir truong hop co yéu
cau cua Ban To chuc).

- Khéng duoc thuc thi cac ma khai thac ma c6 thé gay khoi dong lai hodc
lam gian doan qua trinh hoat dong ciia may chu dich vu.

- Nghiém c4m thuc hién viéc pha huy hé théng va dit liéu; Sir dung cac 13i
trén img dung web dé phat tan ma doc.

- Nghiém cam st dung cac loai ma doc trong qua trinh dién tip nhu ma doc
ma hoa dir li¢u, tong ti€n, phan mém gian di¢p va cac loai ma doc hai khac gay
anh hudng nghiém trong dén hé thong.

- Cam danh cip, chia sé 1am 19 lot thong tin.

- Khong st dung hé théng myc tiéu ,dé lam ban dap tin cong cac hé thong
khac khong nam trong pham vi myc ti€u tan cong.

- Kh@ng st dung hodc han ché sir dung céac cong cu ra quét co thé dan dén
treo h¢ thong.

- Nghiém cAm viéc luu lai phén mém, cong cu trén hé théng b1 xam nhap dé
phuc vu cho cac myc dich khac khong lién quan dén dién tép.

2. Nguyén tic can tudn thu cta doi tin cong

- Tuén thu thoi gian bat dau dién tap va thoi gian két thac.

- Cho phép sur dung nhiéu k¥ thuat khac nhau (bao gdm do tim tai khoan,
khai thac 16 hong bao mat, ltra ddo qua email,...) dé tdn cong chiém quyén diéu
khién h¢ thong.

- Cho phép str dung céc cong cu ma nguén dong, mo, cong cu chiém quyén

diéu khién hé thong, cong cu khai thac 16 hong tng dung; cac cong cu su dung
phai dam bao khong gay nguy hai dén hoat dong cta hé thong.

- Cho phép khai thac thac 16 hong bao mat trén ung dung, cong thong tin
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dién tir cling nhu hé thong va ha ting mang nam trong pham vi dién tap.

- Cho phép thyc hién tin cong phishing dé khai thac, thu thap thong tin tir
nguoi dung ndi by, phuc vu cho viéc dién tip tan cong (tuy theo tinh chat tung
cudc dién tap).

- Khong dugc thuc thi cac ma khai thac ma co thé gay khéi dong lai hodc
lam gian doan qua trinh hoat dong ctia may chu dich vu.

- Nghiém cAm thuc hién viéc pha huy hé théng va dir lidu; St dung cac 16i
trén ng dung web dé€ phat tdn ma ddc.

- Nghiém cam sir dung cac loai ma ddc trong qua trinh dién tip nhu ma doc
ma hoa dir li¢u, tong ti€n, phan mém gian di¢p va cac loai ma doc hai khac gay
anh huong nghiém trong dén hé thong.

- CAm danh cép, chia s¢ lam 10 lot thong tin.

- Chi duoc phép chia sé cac thong tin vé két qua cta viée tAn cong cho Ban
T6 chuc Dién tap.

- Khong st dung hé théng muc tiéu dé 1am ban dap tan cong cac h¢ théng
khac khong nam trong pham vi myc ti€u tan cong.

- Khong duoc phép thuc hién tan cong lam thay do6i giao dién cua trang/cong
thong tin dién t.

- Khéng str dung hoidc han ché sir dung céc cong cu ra quét c6 thé din dén
treo h¢ thong.

- Nghiém cam viéc luu lai phan mém, cong cy trén hé thong bi xam nhap dé
phuc vu cho cac muc dich khac khong lién quan dén dién tap.

3. Nguyén tic can tuan thil cia doi phong thu

- Thuc hién cac bién phap k¥ thuat, nghiép vu dé giam sat, phat hién va danh
han tan cong.

- Cho phép chin dia chi IP giri qua nhiéu goi tin trong mot khoang thoi gian
(theo yéu cau cua Ban T6 chirc Dién tap), d¢ dam bao cac doi choi con lai khdng
bi mat két né1 dén hé thong muc tiéu.

- Cho phep trién khai cac hé théng Honeypot dé danh lac huéng cac cudc
tan cong.

- Theo ddi, giam sat, ngin chin cac tan cong vi pham cic nguyén tic tan
cong dugc quy dinh tai Khoan 1 bicu 2.

- Ghi nhan va theo ddi cac tan cong di tin cong thanh cong muyc tiéu.
Pi¢u 3. Yéu cau thue hién doi véi cac ddi tham gia dién tap

1. Bbi voi Poi tan cong

- Tuan thu nguyén tac tan cong dugc quy dinh tai Khoan 2 Diéu 2.

- Moi théng tin lién quan dén danh tinh cua cac don vi lam muc tiéu tin cong
s€ dugc bao vé theo ché do mat.
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- Cung cép céc bang ching lién quan chimg minh cho qua trinh xdm nhap
vao hé thong muc tiéu.

- Phai bao céo vé Ban Té chic phuong phap, cong cu twong (ng voi cac
budce da thuc hién va két qua caa qué trinh tan cdng (bao gom ca cac diém yéu
nghiém trong va khéng nghiém trong).

- Ngay sau khi chiém duogc quyén diéu khién hé théng, cac doi choi phai
dirng cudc tan cong va chuyén phuong én tan cdng mai (néu cd), cb gang phét
hién tdi da cac diém yéu dang ton tai trén hé thong.

- T4t ca c4c cong cy, doan ma phuc vu cho tan cong phai dugc 1am sach trén
hé thong bi xdm nhap sau khi két thuc dien tap.

2. Bdi v6i Doi phong thi
- Tun thu nguyén tic phong thi duoc quy dinh tai Khoan 3 biéu 2.

- BO tri nhan su phu hop tham gia dién tap; Boi phong tha c6 thé két hop Vi
don vi dang cung cap dich vu giam sat, bao dam an toan, an ninh thdng tin mang cho
to chirc dé tham gia dien tap nham danh gia nang luc ung phé cua don vi cung cap.

- B4o c4o lai qua trinh phat hién va ngan chan, dua ra cac bang ching cu thé
Ve cac hoat dong cuia Boi tan cong dé lam co s danh gia nang luc cua Boi phong
tha; rat ra nhiing bai hoc kinh nghiém dé cai thién nang luc phong thu.

Picu 4. Bao cao, tong hop két qua dién tap va xép loai cac ddi dién tip

1. Poi phong thu gui bao cdo vé Ban Giam khao gom: cac van dé phat hién,
theo doi ngan chén trong qua trinh bao vé hé thong: vé thoi gian, ching ctr, ky
thuat tan cong.... Thong tin trong bao cdo la co s¢ danh gid nang luc cuia D01
phong thu; rat ra nhitng bai hoc kinh nghiém dé cai thién nang luc phong thu.

(Mau bdo cdo tai phy Iuc 1 kém theo)

2. Ban Giam khao tiép nhan, phan hoi viéc nop két qua cho cac doi tham gia
dién tap tuy thudc tinh chat cudc dién tap, dong thoi tong hgp danh gia, xép loai
cac doi theo nguyén tac co tinh thoi gian gui két qua.

3. Ban Giam khao tong hop, danh gia két qua ctia cac doi, gui bao cao vé
Ban T6 chuc Dién tép.

Piéu 5. Tiéu chi danh gia ning luc ciia Poi phong thi

Ban Giam khao s€ dga vao bao céo cua cac Ddi phong thu dé lam can ctr danh
gid nang lyc img ctru su cd. Két qua dién tip cua cac Doi s€ dugce danh gid trén thang
diém 100 (thang diém danh gia chi tiét theo phu luc 2 dinh kem).

Piéu 6: Nguyén tic xép hang cac Poi phong thi

Céac b1 tham gia dién tap duoc Xép hang can ctr vao té)ng diém dat duoc,
thot gian xtr ly trong qua trinh dién tap theo thir ty gidam dan. Cac doi co diém két
qua xur ly img ctru cao s€ dugc lya chon dé xét gidi. SO lugng giai thudng theo
quy dinh cua Ban T6 chtc./.



6 Mdu bao cao két qua Péi phong thu

PHULUC 1

BAO CAO KET QUA CUA PQI PHONG THU TRONG DIEN TAP THUC CHIEN BAO PAM
AN TOAN THONG TIN TiNH PIEN BIEN NAM 2023

THONG TIN VE TO CHUC/CA NHAN BAO CAO

B TEN 1O CNUC/CA NNAN DAO CAO: v.vevveeeeeeeeeeeeeeeeeeeseseeeees et ereteseses et eseseseeeses e e e e eeeseeseessnesesesesesaresenns
LI O 1T o] 1) SO R

Thoi gian thuc hién dién tap:
Thoi gian bat dau: ... gio ... phat, ngdy ... thang | Thoi gian bat dau: ... gio ... phit, ngay ...
... nam 2023. thang ... nam 2023.

KET QUA PHONG THU:

(Két qua thyc hién ciia dai phong thi dieoc thé hién rd rang, chi tiét gom: chd thich, hinh dnh va
bang ching)

KIEN NGHI, PE XUAT HO TRQ

MO ta vé dé xuat, kién nghi

Pé nghi cung cdp tém hegc vé cac kién nghi va dé xudt hé tre trong té chirc thuc hién phong thu

THO! GIAN THUC HIEN BAO: ngay ...../10/2023.

NGUOI PAI DIEN PQI PHONG THU
(Ky tén, dong dau)
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PHU LUC 2
TT Noi dung S6 diém Thoi gian
1. | Phase 0 — Chuan bij lam quen hé thng 0 10°
2. | Phase 1 - Ghi nhan sy ¢b va phan cong xt 1y 100 10°
3. | Phase 2 - Phan tich va xac nhan su c6 100 10’
4. Phase 3 - Thong béo 100 10°
5. Phase 4 - Ngan chan tam thoi 200 10°
6. | Phase 5 - Thu thap bang chimmg va truy tim 500 40°
thu pham

7. | Phase 6 - Xir Iy nguyén nhén gy ra tan cong 400 10°
8. | Phase 7 - Khoi phuc hé thong 500 30’
9. Phase 8 - Hoat dong sau su cd va gui bao cao 100 10°

Tong 2.000 140°

Nguyeén tic:
- Tra 161 dang cau hoi, trong thoi gian quy dinh thi dat diém tdi da.

- Can ctr xép hang cac doi tham gia dva vao téng diém dat duoc va thoi
gian tra 1oi cau hoi cia moi doi.
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